
Cookies, Data Processing And Privacy Policy 

Agreement for Fullsepp  

 

At Fullsepp, accessible from Fullsepp.com, one of our main priorities is the privacy of 

our visitors. This Privacy Policy document contains types of information that is 

collected and recorded by Fullsepp and how we use it.  

If you have additional questions or require more information about our Privacy Policy, 

do not hesitate to contact us.  

This Privacy Policy applies only to our online activities and is valid for visitors to our 

website with regards to the information that they shared and/or collect in Fullsepp. 

This policy is applicable to any information collected on this website.  

 

Consent  

By using our website, you hereby consent to our Cookies, Data Processing And 

Privacy Policy Agreement and agree to its terms.  

 

Information we collect  

The personal information that you are asked to provide, and the reasons why you are 

asked to provide it, will be made clear to you at the point we ask you to provide your 

personal information.  

If you contact us directly, we may receive additional information about you such as 

your name, email address, phone number, the contents of the message and/or 

attachments you may send us, and any other information you may choose to provide.  

When you register for an Account, we may ask for your contact information, 

including items such as name, company name, address, email address, and telephone 

number.  



If you want to apply as a contributor and earn income, we may ask some proof of 

identity documents, like copy of your identity cards for “Know Your Customer” 

process. 

 

How we use your information  

We use the information we collect in various ways, including but not limited to:  

• Provide, operate, and maintain our website  

• Improve, personalize, and expand our website  

• Understand and analyze how you use our website  

• Develop new products, services, features, and functionality  

• Communicate with you, either directly or through one of our partners, 

including for customer service, to provide you with updates and other 

information relating to the website, and for marketing and promotional 

purposes  

• Send you emails  

• Show you advertisements  

• Manage your 3rd party platform accounts (if you connect them). Please see 

details below. 

• Find and prevent fraud  

 

Log Files  

Fullsepp follows a standard procedure of using log files. These files log visitors when 

they visit websites. All hosting companies do this and a part of hosting services' 

analytics. The information collected by log files include internet protocol (IP) 

addresses, browser type, Internet Service Provider (ISP), date and time stamp, 

referring/exit pages, and possibly the number of clicks. These are not linked to any 

information that is personally identifiable. The purpose of the information is for 

analyzing trends, administering the site, tracking users' movement on the website, and 

gathering demographic information.  



For recording these log files, Fullsepp is also use Third Party companies, such as 

CloudFlare, AWS, Google Analytics, Azure, etc. Fullsepp is not responsible from 

those companies policies.  

 

Cookies and Web Beacons  

Like any other website, Fullsepp uses 'cookies'. These cookies are used to store 

information including visitors' preferences, and the pages on the website that the 

visitor accessed or visited. The information is used to optimize the users' experience 

by customizing our web page content based on visitors' browser type and/or other 

information.  

For more general information on cookies, please read "What Are Cookies": 

https://www.cookieconsent.com/what-are-cookies/  

 

Google DoubleClick DART Cookie  

Google is one of a third-party vendor on our site. It also uses cookies, known as 

DART cookies, to serve ads to our site visitors based upon their visit. However, 

visitors may choose to decline the use of DART cookies by visiting the Google ad and 

content network  

Privacy Policy at the following URL – https://policies.google.com/technologies/ads  

 

Our Advertising Partners  

Some of advertisers on our site may use cookies and web beacons. Our advertising 

partners are including but not limited to: Google, Yandex, Bing, Yahoo, PropellerAds, 

Adcash, Adstargets, Taboola, etc.  

Each of our advertising partners has their own Privacy Policy for their policies on user 

data.  

 



Advertising Partners Privacy Policies  

You may consult this list to find the Privacy Policy for each of the advertising partners 

of Fullsepp.  

Third-party ad servers or ad networks uses technologies like cookies, JavaScript, or  

Web Beacons that are used in their respective advertisements and links that appear on 

Fullsepp, which are sent directly to users' browser. They automatically receive your IP 

address when this occurs. These technologies are used to measure the effectiveness of 

their advertising campaigns and/or to personalize the advertising content that you see 

on websites that you visit.  

Note that Fullsepp has no access to or control over these cookies that are used by 

third-party advertisers.  

 

Third Party Privacy Policies  

Fullsepp's Privacy Policy does not apply to other advertisers or websites. Thus, we are 

advising you to consult the respective Privacy Policies of these third-party ad servers 

for more detailed information. It may include their practices and instructions about 

how to opt-out of certain options.  

You can choose to disable cookies through your individual browser options. To know 

more detailed information about cookie management with specific web browsers, it 

can be found at the browsers' respective websites.  

 

Third Party Social Media Platform Management Policies 

Platform Integrations 

Our application, Fullsepp, integrates with multiple third-party platforms to enhance 

your user experience. We transparently disclose our practices regarding the access, 

use, storage, and sharing of user data from platforms including Google, YouTube, 

LinkedIn, Twitter, Pinterest, Facebook, Instagram, WhatsApp, TikTok, Spotify, 

Reddit, and Snapchat. We may integrate with additional platforms in the future. 



Identity and Intent of The Integration 

Fullsepp requests access to third-party social media platform user data with clear and 

defined intentions. We accurately represent our application’s identity and the nature of 

our data requests. Our primary goal is to assist users in managing their accounts 

across platforms, such as distributing content to YouTube, LinkedIn, Twitter, etc. 

Access and Use of User Data 

 

We access user data only after obtaining your explicit consent. The accessed data may 

include profile information, email addresses, and content you create or share, which is 

necessary for Fullsepp’s functionality. This data is used solely to provide and manage 

features and services within our application, and manage your accounts on those 

platforms as your demand. It is never used for unrelated purposes. 

Privacy Disclosures 

Our comprehensive privacy policy is available at 

https://fullsepp.com/__fsp_fe__/privacy-policy-for-fullsepp-v5.pdf. We also provide 

clear, accurate in-product privacy notifications prominently displayed to inform users 

about data access and usage in real-time. 

Minimum Permissions 

We only request permissions that are critical to the operation of our application. We 

do not seek permissions for data that our application does not need. Permissions are 

requested in context so that users understand why we need the data. 

Data Storage and Security 

 

User data from third-party platforms are stored securely and are protected against 

unauthorized access. We retain this data only for the period necessary to deliver our 

services or as required by law. Our security measures are regularly updated to comply 

with best practices. 

 

Sharing of User Data 

 

We do not share user data obtained from these platforms with third parties unless 

necessary to provide the application's services, to comply with legal requirements, or 

as part of a merger, acquisition, or sale of assets. Any third-party service providers 

https://fullsepp.com/__fsp_fe__/privacy-policy-for-fullsepp-v5.pdf


will adhere to our stringent privacy and security standards. 

 

Revocation of Access 

 

You have the right to revoke our application's access to your data on any of the 

platforms at any time through the respective platform's settings or directly within our 

application. Upon revocation, we will no longer access, use, or store your data from 

that platform. 

 

Prohibition of Deceptive Use 

We commit to being upfront with users about the collection and use of their data. We 

do not engage in any deceptive practices, unauthorized surveillance, or 

misrepresentation of our application's purpose. 

Child-Directed Apps 

Fullsepp complies with COPPA and does not target children under 13. We would 

implement necessary measures to comply with COPPA and the 3rd party platform 

APIs if our application were directed at children or had a mixed audience. 

Secure Operating Environment 

We maintain a secure environment for user data, ensuring protection against 

unauthorized access or breaches in line with industry-standard security practices. 

Scope and Limited Use 

Data access is limited to the scope of permissions granted by the user. We use this 

data to provide or improve user-facing features within Fullsepp, ensuring visibility 

and prominence. Data transfers or sales to third parties are prohibited, and human data 

reading is strictly limited to outlined scenarios. 

For platform-specific practices 

• Google and YouTube: We adhere to the Google API Service: User Data 

Policy, using data solely for account management purposes. 

• LinkedIn: We access LinkedIn data in accordance with the LinkedIn API 

Terms of Use and only for account management purposes. 

• Twitter: Our use of Twitter data is in line with the Twitter Developer 

Agreement and Policy, focusing on enhancing social media connectivity. 



• Pinterest: Any data from Pinterest is used in accordance with the Pinterest 

Developers Terms, to integrate pinning and sharing functionality. 

• Facebook and Instagram: We adhere to the Facebook Platform Terms and 

Instagram Platform Policy, ensuring user data from these platforms is used to 

enhance social media interactions. 

• WhatsApp: WhatsApp user data is handled as per the WhatsApp Business API 

Terms, primarily for communication purposes. 

• TikTok: We use TikTok data following the TikTok for Developers Agreement 

to provide content sharing and social media features. 

• Spotify: Spotify user data is used in line with the Spotify Developer Terms of 

Service, primarily for music-related services. 

• Reddit: Reddit user data is used in line with the Reddit Developer Terms of 

Service. 

• Snapchat: Our application uses Snapchat data according to the Snap Kit 

Developer Terms of Service, for sharing and social media purposes. 

 

For any concerns or questions regarding our use of data from these platforms, 

please contact us at support@fullsepp.com. 

 

CCPA Privacy Rights (Do Not Sell My Personal Information)  

Under the CCPA, among other rights, California consumers have the right to:  

Request that a business that collects a consumer's personal data disclose the categories 

and specific pieces of personal data that a business has collected about consumers.  

Request that a business delete any personal data about the consumer that a business 

has collected.  

Request that a business that sells a consumer's personal data, not sell the consumer's 

personal data.  

If you make a request, we have one month to respond to you. If you would like to 

exercise any of these rights, please contact us.  

 



GDPR Data Protection Rights  

We would like to make sure you are fully aware of all of your data protection rights. 

Every user is entitled to the following:  

The right to access: You have the right to request copies of your personal data. We 

may charge you a fee for this service.  

The right to rectification: You have the right to request that we correct any 

information you believe is inaccurate. You also have the right to request that we 

complete the information you believe is incomplete.  

The right to erasure: You have the right to request that we erase your personal data, 

under certain conditions.  

The right to restrict processing: You have the right to request that we restrict the 

processing of your personal data, under certain conditions.  

The right to object to processing: You have the right to object to our processing of 

your personal data, under certain conditions.  

The right to data portability: You have the right to request that we transfer the data 

that we have collected to another organization, or directly to you, under certain 

conditions.  

If you make a request, we have one month to respond to you. If you would like to 

exercise any of these rights, please contact our Data Protection Officer via 

support@fullsepp.com.  

 

Children's Information  

Another part of our priority is adding protection for children while using the internet. 

We encourage parents and guardians to observe, participate in, and/or monitor and 

guide their online activity.  

Fullsepp does not knowingly collect any Personal Identifiable Information from 

children under the age of 13. If you think that your child provided this kind of 



information on our website, we strongly encourage you to contact us immediately and 

we will do our best efforts to promptly remove such information from our records.  

 

Few More Informations About Cloud, Server, Data Backups  

Fullsepp uses cloud services, like Amozon AWS, Cloudflare, Twilio, Azure, Google 

Cloud, etc.  

Fullsepp's database is currently in the USA. In the future, we may transfer or 

copy/clone our database for better website operations.  

We automatically backup our database each day to prevent any database failure 

recovery. It is an ordinary procedure among servers. However, we want to make it 

clear that the data you deleted from one database, may stay in another database for a 

while.  

If there is no database crash, the data you deleted will be permanently deleted from all 

copies of our databases after a while.  

for more information, you may read "Working with Backups" documantation of  

AWS: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Working 

WithAutomatedBackups.html  

 

Fullsepp BETA Warning  

Fullsepp is currently at the Beta stage. The software, server architecture, database, our 

codes are developing and progressing continuously. While we are making those 

changes, we may make some mistakes. There can be some bugs, there can be data 

inaccuracy, there can be technological insufficiency, etc.  

We will try to do our best, but we do not give you any warranty until we complete our 

BETA stage. By using our website, you are accepting it.  

 



Governing Law  

Any claim related to Fullsepp's Website shall be governed by the laws of Estonia 

without regards to its conflict of law provisions.  

  


